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Abstract 
 
Cloud customers need to assess whether their cloud 
service provider offers high-quality services and 
handles sensitive information confidentially. Privacy 
protection is therefore a major challenge during cloud 
sourcing. Although cloud customers want control over 
their sensitive information, they have limited resources 
to do so. They therefore consider other control agents, 
such as certification authorities or collectives, but the 
effectiveness of these groups to ensure privacy 
protection is unknown. This study differentiates 
between three control agents (personal control, proxy 
control, and collective control) and investigates the 
influence of these agents on cloud customers’ 
perceived control over sensitive information to protect 
privacy during cloud sourcing. Results show that proxy 
and collective control influence cloud customers’ 
perceptions but personal control does not. Therefore, 
only external control agents, who can apply sanctions, 
are perceived as being able to effectively protect 
privacy. 
 
 
1. Introduction 
 
Cloud computing is commonly used to gain on-
demand network access to a shared pool of managed 
and scalable IT resources [4, 32]. The volume of 
sensitive information obtained (such as personal data) 
within this environment has increased exponentially, as 
an increasing number of companies considers personal 
data to be a corporate asset [40]. However, prior to the 
transfer of personal data or extending the use of 
sensitive information, companies need to assure 
customers that their cloud service provider has 
adequate security and privacy protections in place [14]. 
Cloud customers have limited means to assess as to 
which cloud service provider offers high-quality 
services and handles sensitive information in a 
confidential manner, and therefore, security and 
privacy concerns considerably restrict the adoption and 
expansion of cloud platforms [2, 16, 49]. 
Cloud customers are more likely to adopt cloud 
platforms if they are able to reduce their perceived 
privacy risks by ensuring that appropriate control exists 
over the sensitive information they provide [2]. 
However, they often have limited resources to 
adequately evaluate the security provided to protect 
their sensitive information in a cloud environment [39]. 
Simultaneously, customers desire certain outcomes, 
such as a positive relationship and privacy protection 
[17, 39]. In addition to personal control, proxy control 
(such as the certification of authorities) or collective 
control (as a member of a group to protect privacy) are 
often considered when selecting a cloud [15, 21]. 
These control agents can be differentiated with respect 
to their effectiveness in achieving the required amount 
of privacy protection [17], but such considerations are 
extremely challenging for cloud customers when 
selecting appropriate and effective control agents [15, 
56]. 
In this study, we adopt a psychological control 
perspective to investigate the types of control agents 
that customers consider to be effective in protecting 
privacy in a cloud environment. More specifically, we 
adopt a psychological control theory that includes three 
control agents (personal control, proxy control, and 
collective control) and investigate the effect that these 
agents have on cloud customers’ perceptions of privacy 
in a cloud environment. Using a survey study 
approach, we seek to answer the following research 
question: What kind of control agents do cloud 
customers consider capable of protecting the privacy 
of their sensitive information? Our findings highlight 
the importance of external control agents in influencing 
perceived privacy protection, and the intention that 
such agents have in expanding cloud services by the 
mediating effect of perceived control over sensitive 
information. 
This paper describes the theoretical background 
relating to privacy as an inhibiting factor in adopting 
cloud services and discusses privacy control agents. On 
the basis of this theoretical background, we develop 
our hypotheses on the relationship between the 
differing control agents used to perceive control and to 
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protect privacy that customers have of such agents. 
Furthermore, we describe our research methodology 
and choice of operational construct, present intended 
theoretical and practical implications of our findings, 
and finally conclude the results of research. 
 
2. Theoretical background and hypotheses 
 
2.1 Privacy as a major inhibitor for cloud 
adoption and extension 
 
Cloud computing is “a model for enabling 
ubiquitous, convenient, on-demand network access to a 
shared pool of configurable computing resources” [32]. 
In this respect, computer resources refer to hardware, 
development platforms, and applications [5] that “can 
be rapidly provisioned and released with minimal 
management effort or service provider interaction” 
[32]. Cloud customers use these resources to process, 
transfer, and store sensitive information, such as 
personal data from customers, and to gain advantages 
with respect to costs and flexibility [32]. The receiving 
party (the cloud service provider) thus needs to have 
adequate privacy protection in place before cloud 
customers can feel safe about transferring sensitive 
information [14]. 
Security and privacy concerns serve as major 
inhibitors in adopting cloud and its subsequent 
expansion. Cloud customers have limited means to 
assess as to which cloud service provider offers high-
quality services and can handle sensitive information in 
a confidential manner [2, 26, 49]. After selecting a 
cloud service provider, the customer transfers direct 
control of their sensitive information with no accurate 
knowledge of how exactly this provider will secure 
data and maintain associated confidentiality [2]. As a 
result, cloud customers perceive that they have a loss 
of control over their data, and they regard cloud 
computing as an uncertain environment [39]. To 
overcome these uncertainties, cloud customers seek 
mechanisms to assure and maintain control, such as 
certification of cloud services, privacy policies, or legal 
regulations [49, 64]. 
Cloud sourcing practices involve major 
management decisions, and it is important to 
understand the associated (cognitive) processes 
influencing the behavior of cloud customers [2]. In this 
respect, Benlian and Hess [2] investigated the sourcing 
opportunities of cloud sourcing and the risks facing 
decision makers. They concluded that cloud customers 
are more likely to increase cloud adoption, if they can 
reduce any perceived privacy risks through appropriate 
control over sensitive information. 
In this study, we adopt a control perspective to 
clarify how cloud customers evaluate controls in place 
to ensure that their sensitive information and privacy 
are protected during cloud sourcing. 
 
2.2 Privacy control in a cloud environment 
 
Several behavioral scientists have emphasized the 
importance of control in relation to investigating 
privacy, where privacy is defined as an individual’s 
ability to control the terms by which their sensitive 
information is acquired and used [35, 52, 55]. 
Therefore, privacy is viewed as “control over or 
regulation of, or more narrowly, limitations on or 
exemption from scrutiny, surveillance or unwanted 
access” [31]. According to Johnson [21], individuals 
use control to directly or indirectly attain privacy-
related outcomes. In addition, individuals strive for 
control to motivate others to act in a way that is 
consistent with their privacy goals. 
There are two research dimensions in control 
literature, which respectively focus on “what” control 
activities are used and “how” controls are enacted [56]. 
Prior studies have mainly focused on which control 
dimensions are used, and have shown that control 
activities are moderated by context factors, such as 
controller knowledge or boundary-spanning activities 
[23, 51]. The question as to how controls are enacted 
determines the effectiveness of control activities, and 
researchers have investigated the ability of the 
controller to align control activities with a current 
situation or in relation to past experiences [18, 38, 57]. 
This control dimension considers contrasting control 
styles (collaborative versus authoritative), both of 
which compete in complex situations [18], such as 
protecting privacy during cloud sourcing. 
Individuals use direct or indirect controls to protect 
privacy in a cloud environment. The power and ability 
to influence others (controller) influences the use of a 
particular control style [56]. The cognitive and 
behavioral limitations of individuals often lead one to 
limiting oneself to a single style that fits best with the 
beliefs and skills of others [15]. To compete with a 
complex situation and benefit from different control 
styles, individuals conduct controls through not only 
themselves acting as a control agent (direct control) but 
also other control agents (indirect control) in order to 
control a desired outcome such as privacy protection 
[15, 21]. Both direct and indirect controls influence an 
individual’s perceived control over a certain situation 
[12]. 
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2.3 Types of control agents in cloud computing 
 
Depending on the set priorities, a cloud customer 
chooses control agents that deliver a desired outcome 
[56]. However, control agents differ in their 
effectiveness with respect to reaching a desired 
outcome, such as enabling a positive relationship and 
protecting privacy [17]. While an individual cloud 
customer who acts as a control agent may prefer using 
collaborative control styles to protect his or her privacy 
and maintain a positive relationship with the cloud 
service provider, other control agents (such as 
certification authorities) instead rely on authoritative 
control styles that focus on privacy protection. This 
situation can be challenging for a cloud customer when 
searching for an effective control agent [15, 56]. 
In psychology, the construct of control has been 
treated as a perceptual construct because it is of greater 
interest than actual control when predicting behavior 
[44]. For example, perceived control has been 
identified as a powerful factor that influences an 
individual’s risk perception and IT decision-making 
during IT projects [12]. The conceptualization of 
perceived control is therefore a cognitive construct, 
and as such it may be subjective [27]. Perceived 
control refers to an individual’s beliefs regarding his or 
her ability to affect changes in the environment in a 
desired direction [8]. This study investigates the 
effectiveness of control agents based on cloud 
customers’ perceived control over sensitive 
information. 
On the basis of Yamaguchis’ [63] work on the 
differentiation of control agents, we hypothesize that 
cloud customers are able to exercise personal control, 
proxy control, or collective control over their sensitive 
information to protect privacy (Table 1). 
 
Table 1. Control agents based on Yamaguchi [63] 
Control agent Controller Privacy protection 
mechanism example 
Personal control Individuals Monitoring, privacy 
policy 
Proxy control Powerful 
authorities 
Certification, legislation 
Collective control Collective Reputation 
 
2.3.1 Personal control. Individuals strive for primary 
control over their environment when they exercise 
personal control through individual self-protective 
actions [54]. Such a mechanism empowers cloud 
customers with direct control over the way in which 
sensitive information may be gathered by cloud service 
providers. Literature on privacy describes two major 
types of individual self-protection approaches [7, 25, 
33, 46] - technological and non-technological control 
enactments. 
Within an online environment (for example, in the 
context of cloud computing), users have the possibility 
of using privacy-enhancing technologies, such as user 
identification, authentication systems, or security 
features (for example, SSL connections or access 
management). As a result, cloud customers are able to 
configure an individual level of security to protect 
sensitive information [61]. 
Non-technological control enactments include 
mechanisms such as privacy policies provided by the 
cloud service provider [60]. In this regard, cloud 
customers can be informed about the choices available 
for the way cloud service providers use the information 
collected. However, technological control enactments 
are identified as being more powerful than non-
technological control enactments [46], whereas non-
technological control enactments have been identified 
as being capable of influencing the control perception 
of controllers within information systems [60, 61]. We 
therefore predict that personal control via privacy-
enhancing technologies and privacy policies will 
enhance cloud customers’ perceptions with respect to 
control over their information. Our hypothesis in this 
respect is as follows: 
Hypothesis 1 (H1): Personal control mechanisms 
are a secondary outcome of privacy-enhancing 
technologies and privacy policies enhance cloud 
customers’ perception of information control. 
 
2.3.2 Proxy control. Proxy control is an institution-
based control mode wherein powerful authorities act as 
control agents [1]. With proxy control, individuals 
attempt to align themselves in order to be able to gain 
control through powerful others [61]. Normative rules 
about organizational behavior are defined and 
promulgated through active participation in a wide 
array of events, such as audits or legal investigations 
organized by certification authorities or government 
legislators [25, 26, 45]. Individuals believe that 
organizations subscribing to the professional 
publications of these associations learn acceptable 
norms of practices and affect the behavior of their 
organization accordingly [45]. In addition, it is 
believed that if organizations misbehave in terms of 
these norms, they will be punished by the powerful 
authorities [1]. Within a cloud context, cloud 
customers rely on certification authorities and 
governmental regulations to exercise proxy control 
over their sensitive information [39]. 
Third-party certification is defined as a “process in 
which a third-party formally confirms that a product, 
process or service conforms to a set of predefined 
criteria” (e.g., a certification scheme) [39]. These 
certifications provide independent verification of a 
provider’s trustworthiness and its ability to protect 
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information. This independent verification is usually 
provided by knowledgeable and powerful authorities 
capable of enforcing external sanctions (for example, 
certificate termination) when cloud service providers 
are in breach of compliance with a certification scheme 
[34]. 
Some countries have established legislative efforts 
to protect sensitive information from unintended access 
and usage. The legal system, therefore, is a powerful 
control mechanism for the exercise of social control as 
it ensures that offenders are punished [25, 50] and thus 
deters potential offenders in the case of illegal 
behavior. 
With respect to the deterrent effectiveness of 
certification authorities and legal systems, information 
systems studies have identified the positive effects of 
certificates and laws in the protection of sensitive 
information within an online environment [25, 29, 60]. 
Therefore, in this study, we predict that proxy control 
via third-party certification and an appropriate legal 
environment increases cloud customers’ perception of 
information control. We therefore construct our second 
hypothesis as follows: 
Hypothesis 2 (H2): Proxy control mechanisms, as 
a secondary outcome of third-party certification 
and legislation, enhance cloud customers’ 
perception regarding information control. 
 
2.3.3 Collective control. In collective control, an 
individual attempts to control the environment as a 
member of a group or collective, in which the group or 
the collective serve as an agent of control [1]. 
Collective control is implemented by promulgating 
common values, beliefs, and philosophies within the 
collective [23]. The collective propagates norms and 
values resulting in a group of individuals who share a 
common ideology, who have internalized a set of 
values, and who are committed to the collective [23]. If 
outsiders do not adhere to those norms, the collective 
control agent can sanction outsiders through informal 
mechanisms. In collective control, responsibility (as 
well as agency) is diffused among actors [28]. 
Collective controls have been identified as 
important collaborative control styles in situations 
when the individual is unable to observe the outsider’s 
behavior [23, 56]. Within a cloud environment, cloud 
computing may be considered an uncertain 
environment in which transparency is limited [53]. In 
this respect, collective control styles are also important 
in an inter-organizational context. 
Reputation is considered to play an important role 
in uncertain environments, where the information 
conveyed by reputation helps reduce social uncertainty 
among individuals [41]. Reputation, however, plays 
another role in reducing social uncertainty, where it 
often works as a sanction mechanism against dishonest 
deeds (e.g., reputation as hostage) [42]. Organizations 
may refrain from misconduct because they fear 
possible negative consequences with respect to their 
reputation [42, 62]. This sanctioning role of reputation 
is part of the mechanisms used to protect privacy; it 
directly reduces the incentive of the owner of the 
reputation to act dishonestly [25, 62]. 
In summary, the information aspect of reputation 
makes the recipient confident in adapting cloud 
services and revealing sensitive information. This leads 
to an enhancement of the consumer’s perceived control 
over sensitive information. In this study, we therefore 
predict that collective control based on the reputation 
of the cloud service provider increases the cloud 
customers’ perceived information control. Our 
hypothesis in this respect is as follows: 
Hypothesis 3 (H3): Collective control via 
reputation leads to increased cloud customers’ 
perceived control over sensitive information. 
 
2.4 Information control and privacy 
 
In accordance with previous research, we 
conceptualize information control as a perception and 
define it as being an individual’s belief in the ability to 
determine the extent to which sensitive company 
information, such as personal data from customers, or 
private information will be released within a cloud 
environment in an unintended way [10]. Prior literature 
differentiates between two types of control important 
in a privacy context: control over information 
disclosure and control over information use once the 
information has been obtained [6, 47]. Most 
commonly, providers within the internet address the 
first dimension by offering granular privacy settings 
[19], which limit the accessibility of sensitive 
information to other members and third parties. 
However, it has been suggested that individuals feel 
they have a higher level of privacy when they have a 
sense of information control [7]. Recent studies on 
privacy suggest that a loss of information control is 
central to the perception toward privacy invasion [10]. 
Accordingly, in this study, we hypothesize that 
perceived information control is positively related to 
privacy, as follows: 
Hypothesis 4 (H4): Cloud customers’ perceived 
information control positively affects privacy. 
 
2.5 Privacy and cloud customers’ intention to 
expand cloud service 
 
The theory of reasoned action asserts that attitudes 
toward behavior are generally accurate predictors of an 
individual’s behavioral intention in an information 
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system environment [36]. Applying the theory of 
reasoned action to the cloud expansion context, we 
hypothesize that cloud service expansion intention is 
determined by a cloud customer’s privacy. Privacy has 
an influential role in IT expansion and information 
disclosure behavior, and is supported at the individual 
and organizational level in different application 
contexts. For example, e-businesses will be used if 
customer privacy is protected [59]. At the 
organizational level, privacy has been found to be an 
important construct that enables online transactions 
and the transference of data to an external partner [14]. 
Therefore, in this study, we hypothesize that cloud 
customers’ privacy is positively related to the 
expansion of the usage of cloud services, as follows: 
Hypothesis 5 (H5): Cloud customers’ privacy 
positively affects their intention to expand their 
use of cloud services. 
 
Figure 1 provides an overview of the hypotheses 
defined in our study. 
 
Personal control
Privacy
Perceived 
information 
control
H4 (+)
Proxy control
Collective control
Intention to 
expand
H3 (+)
H5 (+)
H2 (+)
H1 (+)
Figure 1. Cloud privacy research model 
 
3. Methodology 
 
3.1 Sample 
 
To enable ease of design without sacrificing rigor, 
we implemented our research design within a 
professional cloud environment to match our target 
population [43]. We empirically tested our research 
hypotheses using the data collected through a survey 
that included items for the constructs specified in the 
model. The sample of our survey was drawn from a 
market research company, Digital Intelligence Institute 
(dii) between September and November 2016; dii is a 
leading research company studying digital 
developments within Germany. 
To increase the external validity of our study, dii 
did not constrain the sample to specific industries or to 
firms of a specific size, and instead drew a random 
sample from the entire population of cloud decision 
makers within their database. The survey questionnaire 
was mailed to the most senior IT executive of each 
firm (e.g., to the chief information officer, the vice 
president in charge of IT, or the vice president in 
charge of business), along with a letter outlining the 
purpose of the research and soliciting participation. 
 
3.2 Scale development 
 
Scale development for the constructs (Table 2) was 
based on an extensive survey of literature on privacy 
and psychological control. We adapted validated 
standard scales and constructs for our use as far as 
possible. Table 2 provides the constructs used and a 
summary of the sources used to draw items for scales. 
All questions (except those regarding legislation) were 
answered using a Likert scale ranging from 1 to 5, with 
1 representing the lowest score as “completely 
disagree” and 5 representing the highest score as 
“completely agree”; legislation questions were 
answered using a Likert scale ranging from 1 to 5 as 
well but with 1 representing the lowest score as “very 
low” and 5 representing the highest score as “very 
high” on the item scale. 
Several control variables were added to control for 
the results affected by extraneous factors. These 
included participants’ experience of cloud, the 
deployment model used by a specific cloud service, 
and whether personal data are processed within this 
specific cloud service. 
To avoid potential language-barrier problems, the 
survey was provided in German. However, to check for 
translation bias within measurement items, a back-
translation technique was employed wherein two 
different translators translated the German 
questionnaire back into English [3]. The back-
translated items had a high degree of correspondence 
with the original English items, thereby assuring a 
relative lack of translation bias. 
 
Table 2. Construct operationalization 
Construct Source 
Intention to expand cloud services  Benlian and Hess [2] 
Privacy  Dinev et al. [10] 
Perceived information control  Xu et al. [60] 
Personal control Privacy policy Xu et al. [60] 
Privacy-enhancing 
technology  
Hossain and Prybutok 
[20] 
Proxy control Legislation * Koh et al. [24] 
Third-party 
certification  
Kim et al. [22] 
Collective 
control 
Reputation  Doney and Cannon 
[11] 
* Two additional self-developed constructs are considered to 
determine the influence of legislation. 
In your opinion, how effective are the laws and regulations in the 
supplier’s country concerning the following activities? 
 Ensuring data privacy in the cloud. 
 Ensuring data security in the cloud. 
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3.3 Survey administration 
 
The current study utilized a “key informants” 
methodology for data collection, which is a popular 
approach in empirical information systems studies 
[37]. In organizational survey research, targeted 
respondents assume the role of key informants and 
provide information on a particular unit of analysis by 
reporting on group or organizational properties. 
However, if a respondent lacks appropriate knowledge, 
the results can be confusing and may lead to erroneous 
conclusions. Therefore, it was important within the 
context of this study to identify respondents who were 
involved with and were most knowledgeable about 
cloud services. Consequently, we used a clear 
definition of cloud computing in the introduction to our 
survey. 
We also indicated that the survey should be 
completed by the most senior executive available with 
a good overview of the organization’s stance on cloud 
services. In addition, to increase the content validity of 
the responses and avoid social desirability bias, we 
asked respondents to complete the questionnaire with 
reference to one specific cloud service (e.g., CRM or 
storage) that they used or were familiar with. 
To foster participation and reduce self-reporting 
bias, all participants were offered a report on their 
company’s position compared with that of others of a 
similar size and industry. Finally, a pre-test assisted us 
in the development of both the content and the format 
of specific questions presented in the survey. Twenty 
practitioners from various industries known by dii 
evaluated the results, and we also employed two 
academics who are experts in cloud computing 
research. 
In total, 109 usable responses (25% of the total 
customers with a cloud experience of more than three 
years, 38% with an experience of 1–3 years, and 37% 
with an experience of less than one year) were 
available for data analysis. The total sample included 
companies using cloud deployment models that were 
55% public, 25% hybrid, and 20% private. In addition, 
76% of the companies processed personal data within 
the cloud service, whereas 24% did not. 
 
4. Data analysis and results 
 
4.1 Measurement model 
 
To assure validity of the constructs used, we 
adopted constructs used in previous studies. Our 
measurement model was validated using the standard 
procedure of Straub [48], and to assess the convergent 
and discriminant validity of items, the items of the 
scale were pooled into a related domain. While 
convergent validity was determined both at the 
individual indicator level and at the specified construct 
level, discriminant validity was assessed by analyzing 
the average variance extracted and inter-construct 
correlations. 
Results showed that all the factor loadings were 
significant, suggesting convergent validity. All 
constructs met the threshold value for the average 
variance extracted (AVE > 0.50) and Cronbach’s alpha 
(alpha > 0.70), as suggested by Straub [48]. For the 
discriminant validity of latent variables, the square 
roots of AVEs exceeded inter-construct correlations 
that were negligibly low between independent 
constructs. In addition, composite reliability (CR) was 
calculated and evaluated for each construct; all 
constructs were found to have a CR that was 
significantly above the cut-off value of 0.70. In 
summary, the quality of the measurement model was 
proven to be satisfactory. 
Following the proscribed procedures of MacKenzie 
et al. [30], we also calculated the AVE for each 
second-order construct (personal control and proxy 
control) by averaging the square of each first-order 
sub-dimension’s standardized loading on the second-
order construct. All AVE values were found to exceed 
the threshold of 0.50, indicating that (on an average) 
the majority of the variance in first-order dimensions 
was shared with second-order constructs. 
 
4.2 Structural model 
 
We used SmartPLS 3.0 to validate the structural 
model and to test the hypotheses using the 
bootstrapping (1000 resamples) method. The second-
order personal control and proxy control constructs 
were estimated using the factor scores of their first-
order dimensions as reflective indicators (see Wright et 
al. [58]).  
Our findings support most of the primary 
hypotheses of the study (H2, H3, H4, and H5). Proxy 
control (β = 0.54, t = 6.34) and collective control (β = 
0.27, t = 2.93) are positively related to perceived 
information control and explain 47% of its variance. In 
turn, perceived control (β = 0.66, t = 12.98) is 
positively related to privacy and explains 44% of its 
variance. Finally, privacy (β = 0.48, t = 5.40) is 
positively related to the intention to expand cloud 
service with an explanation power of 23%. In contrast, 
the relationship between personal control (t = 0.20) and 
perceived information control is not significant at a 5% 
level, and therefore, H1 is not supported. However, 
none of the control variables significantly affect 
perceived control or privacy. Figure 2 illustrates the 
final results obtained from the research model. 
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 Privacy policy
Privacy
(R² = 0.44)
Perceived 
information 
control 
(R² = 0.47)
0.66***
0.73***
Privacy enhancing 
technology
Legislation
Third party 
certification
0.52***
Collective control via 
CPS  reputation
0.35***
0.83***
Intention to 
expand cloud 
service
(R² = 0.23)
0.27***
0.48***
Personal control 
Proxy control 0.54***
-0.02
2nd order 
construct 
1st order 
construct
Legend:
Control Variables
Deployment 
Model
Personal 
Data
Experience
0.05 0.02 0.10.05
 
Figure 2. Cloud privacy research model results 
 
4.3 Mediation test 
 
In our theoretical model, we posited that perceived 
information control would mediate the relationship 
between control agents and privacy. To test this 
mediation, we conducted a Sobel test, which is a 
method for assessing indirect affects, and is considered 
superior (e.g., it provides a better balance between 
Type I and Type II errors) to the traditional Baron-
Kenny mediation test [9]. We then conducted the Sobel 
test for the indirect effects of proxy control and 
collective control on privacy through perceived 
information control using Preacher’s online Sobel test 
calculator (http://quantpsy.org/sobel/sobel.htm). The 
Sobel test statistics were significant for (i) the 
relationship between proxy control and privacy (z = 
5.54; p < 0.001) and (ii) the relationship between 
collective control and privacy (z = 4.78; p < 0.001), 
thereby suggesting that perceived information control 
plays a mediating role between control agents and 
privacy. 
 
5. Discussion, implications, and limitations 
 
5.1 Discussion 
 
Results of this study provide insights into effective 
control agents operating within a cloud environment. 
This study differentiates between three control agents 
(personal control, proxy control, and collective 
control), and investigates their influences on cloud 
customers’ perceived control over sensitive 
information and privacy during cloud sourcing. 
Although proxy and collective control influence 
cloud customers, we identified no support from the 
customers used in our sample for personal control. 
Hence, only external control agents, which are known 
to be able to apply sanctions, are perceived to be 
effective. Furthermore, this study identified the 
mediation effects of perceived information control 
between control agents and privacy. 
 
5.2 Implications 
 
Our findings have important implications for theory 
and practice. First, we have extended available 
literature on privacy by identifying perceived 
information control as a mediator between control 
agents and privacy within a professional cloud 
environment. Research on privacy has previously been 
conducted mainly within a consumer context [10], 
although professionals also struggle with privacy 
issues [14]. Our findings provide evidence of the 
importance of privacy within a professional context 
and demonstrate the importance of considering the 
mediating effects of control perception when 
investigating privacy protection through different 
control agents and the privacy protection mechanisms 
used. 
Second, we analyze cloud sourcing decision-
making by investigating how individuals’ perception of 
control and privacy influences their purchasing 
decisions [25]. We demonstrate how cloud customers 
control sensitive information and ensure privacy within 
a cloud environment. Such findings are vital for cloud 
research because they show how different actors 
influence the cloud sourcing decisions made by cloud 
customers. 
Third, our results extend literature on control by 
considering different control agents. In line with 
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Gregory and Keil [15], we argue that although different 
control agents are important, the differences between 
their effectiveness should be considered. Furthermore, 
many studies focus on the perspective of the controlee 
and investigate if the controlee perceives that the 
enacted controls are appropriate [18, 38, 51]. We 
extend this view by investigating the control perception 
of a controller with respect to the effectiveness of the 
controls enacted through control agents. According to 
our findings, even if controllers have limited resources 
to control others, additional means of control are 
available by considering external control agents. 
Hence, we extend the known literature on control by 
providing a third dimension “who controls?” which 
should be considered when investigating enacted 
controls. 
This research also has managerial implications. Our 
findings contribute to the knowledge used by cloud 
customers, cloud service providers, legislative and 
certification authorities, and the society as a whole, by 
determining effective control agents that influence 
decision-making in a cloud environment. 
Our results assist cloud customers in identifying 
appropriate controls to assure that a cloud service 
provider has adequate security and privacy protection 
in place. For cloud service providers, our results 
indicate as to which mechanisms are appropriate for 
use in protecting privacy from a customers’ 
perspective. Our findings also provide governments, 
certification authorities, and the society with feedback 
on the effectiveness of their endorsements. It is 
considered that these groups might use our results to 
improve their services and employ reliable and 
reputable certification authorities, or to consider further 
channels to share opinions and information on the 
reputation of cloud service providers. 
 
5.3 Limitations 
 
This study was conducted in Germany. Therefore, 
researchers have to be careful when attempting to 
generalize the results to other social, economic, legal 
and cultural environments. Privacy is a relative concept 
and may be related to cultural values [22]; what is 
considered private in one culture or legal region may 
not be considered private in another. For example, 
people in the U.S. tend to take a “privacy pragmatist” 
perspective, whereas Europeans (including Germans) 
are concerned about their privacy and are more likely 
to take the perspective of “privacy fundamentalists” 
[13]. 
Furthermore, we acknowledge that other critical 
factors are relevant, such as the strategic importance of 
cloud services, the home country of a cloud customer, 
or how trust affects cloud customers privacy perception 
and expansion decisions. However, our results show 
that privacy influences the decisions made by cloud 
customers when extending cloud services, and 
therefore demonstrates important insights into how 
cloud expansion decisions are made. 
 
6. Conclusion 
 
Results of this study provide insights on effective 
control agents within a cloud environment. We found 
that cloud customers seek control over sensitive 
information through external control agents, such as 
institutions, governments, or the society, who are able 
to apply sanctions. 
From a theoretical point of view, our research 
identifies perceived information control as a mediator 
between control agents and privacy. This research 
extends the existing literature on control by identifying 
a third dimension, which considers external control 
agents in addition to the controller. Our findings 
illuminate the way in which control agents influence 
cloud customers during decision-making. From a 
managerial point of view, our study contributes to a 
better understanding of effective control agents acted 
within a cloud environment. 
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